abstract: Photography in the medical profession is an asset that may help during patients' follow-up, monitoring the progression of diseases, getting a second opinion and in medical educational activities. Advances in technology, specifically smartphones, have enabled medical professionals to obtain high-quality photographs with minimal effort and photography experience. This article discusses the ethics and legality of using personal smartphones in a medical professional setting for medical photography. Written informed consent should always be obtained from the patient and should include details about how the photographs will be used.
N owadays, smartphones and other electronic devices are used everywhere. These devices continually advance and have rapidly developed over recent years to allow people to perform many functions with minimum effort, such as professional photography. This technology has provided healthcare workers with the ability to take high quality photographs that are automatically stored electronically on userfriendly devices at a low cost. 1 Medical photographs are important in the management and follow-up of medical conditions, especially in visually oriented specialities such as dermatology and plastic surgery. 2 These images are also used for teaching, research and publication purposes in addition to getting a second opinion from colleagues or consultants in the same or other specialities. 3, 4 In Oman, Article 332 of the Royal Decree 7/2018 is concerned with the photography of individuals without their consent; however, this law is not explicit for medical photography. 5 In other jurisdictions, there are guidelines that regulate the practice of medical photography. 6, 7 Guidelines on this topic should address five main areas-consent, storage, retention, audit and transmission. 8 
Case Scenario
The following is a fictitious case scenario to exemplify the ethical and legal dilemmas of using personal smartphones to take medical photographs.
A 45-year-old female patient was referred to a plastic surgeon for an abdominoplasty after a sleeve gastrectomy had led to the patient losing 80 kg post-operatively in the first year. She complained of debilitating extra skin all over her body that was affecting her socially and in her daily life. Her surgeon reviewed her case and decided on multiple procedures, beginning with an abdominoplasty. The surgeon explained the procedure to her and the patient consented. During a pre-operative visit, the surgeon asked permission for medical photograph to be taken of her but she politely refused as she would have to expose herself to the male hospital photographer. Inside the operating room and before starting the surgery, the surgeon repeated the request for photographs to be taken by him to compare with the post-operative photographs. The patient hesitated but then agreed. He covered her genital area and took photographs with his personal smartphone. One month later, an anxious patient presented at the surgeon's clinic for the same procedure. The surgeon explained the procedure to her and answered her questions. In an attempt to ease her anxiety, he showed her the preand post-operative photographs of his previous patient from his personal smartphone. The new patient agreed to have the procedure.
Discussion
Chan et al. found that in Canada, 89% of surveyed surgeons and residents have taken medical photographs using smartphone devices. 9 In Australia, Abbott et al. reported that smartphones were used for sending and receiving images by 50% of Australian dermatology residents and specialists and that these medical photographs were electronically stored with limited privacy and security settings. 10 The use of smartphones in hospitals can aid in speeding-up specialist consultations, for example, Muir et al. ' s study revealed that emergency departments received dermatology consultations within two hours by using smartphones. 11 The use of smartphones has also improved triaging and management of inpatient dermatology consultations. [12] [13] [14] Written informed consent should be obtained before taking medical photographs despite this taking more time, to avoid future medical litigation; 5 verbal consent is insufficient. Failure to obtain informed consent is a breach of article 3 of the Human Rights Act. 15 The article states that "No one shall be subjected to torture or to inhuman or degrading treatment or punishment". 16 In addition, taking medical photographs of non-consenting patients is a breach of the patient's privacy. It might be argued that a patient consents by default if a photograph is taken and no objection was raised. However, this is not the case when taking intra-operative photographs on anaesthetised patients. Even in the case of a rare condition which is discovered intra-operatively, a photograph should not be taken without prior consent. If such a discovery is anticipated, written consent mentioning intra-operative photography and highlighting the image's future uses, should be sought. Importantly, patients need to understand their right to refuse as some might assume having pictures taken is necessary to their care.
Personal smartphones should never be used to take medical photographs. This risks violating the privacy and confidentiality of the patient. Personal smartphones are not only used at work but also at home and in public places. Therefore, there is a risk that doctor-patient confidentiality may be breached if a patient's images are revealed during for example, a social interaction wherein personal photographs are being shown to others.
Kunde et al. urge physicians to help ensure the privacy of patient's photographs on personal devices by enabling additional security features such as security codes. 4 They present a scenario where a physician's smartphone was stolen and patient's images were uploaded onto the internet. 4 It was the physician's responsibility to maintain the confidentiality of his patient's images, yet he failed by not securely storing them. However, enabling security features on personal devices may not be enough as smartphones can be breached. It is preferable to use a camera connected to the hospital computer system so that the patient's image can be stored in the patient's electronic file which typically has a better security system than a smartphone. If the security of the electronic filing system is questionable, photographs should not be taken.
Individuals who require or seek medical attention are dependent on their doctor for medical expertise and this makes the patients vulnerable. 17, 18 This imbalance of power can influence patients to agree to have their photograph taken when they would otherwise refuse.
Physicians must not exaggerate or overestimate the need for a photograph. A physician's request for photography might be difficult to refuse especially if there is a trusting doctor-patient relationship as in the case scenario presented above. The patient might fear the loss of this relationship and the potential consequences of reduction in care quality or the possibility of finding an alternative physician. In order to avoid such a situation, consent can be requested via a third party who the patient is neutral towards and can therefore easily be refused without potentially compromising the doctor-patient relationship. This third party may be another member of the healthcare team or a trained nurse. The physician should highlight that a refusal to allow medical photographs to be taken will not affect the patient's care. Moreover, if a patient refuses medical photography, the physician must not repeat this request. Repetition of medical photography requests pressures the patient against his or her wishes resulting in invalidation of the consent.
Medical photographs taken without consent are categorised as either paternalistic practice (physician chooses to not act in the patient's best interest) or as ethical egoism (physician acts in their own interest regardless of the patient' s best interest). 19 Using medical photographs for follow-up or to seek a second opinion by sending it to a colleague is an example of the former, while using them for publication and teaching purposes without consent is an example of the latter. Both practices should not be exercised as non-consented medical photography is unethical and a potential source for litigation.
Sometimes patients show a medical photograph containing transient, progressive or recurrent pathology to their doctor; implied consent is assumed for such images if shared for diagnostic purposes. 5 However, if a physician requests a copy of the photograph, consent should be obtained. 5 Photographs of non-identifiable radiographic investigations can be taken with verbal consent in addition to documenting the diagnostic and patient care purpose in the patient's file. 20 Written consent is needed for educational and publication purposes of medical photographs of investigations as usually the patient's demographic data and their clinical presentation are shared.
Recommendations
Verbal patient consent is insufficient and, therefore, obtaining written informed consent should be standard practice before starting any treatment that requires medical photography. Obtaining informed consent is the physician's responsibility even if it is delegated to a member of staff. 21 The physician should explain and discuss the purpose of the medical photography, its potential benefits to the patient and to the management of the patient's condition, as well as the associated risks and who will have access to the photographs; such information should be clearly stated in the informed consent form. Unintentional risk of disclosure of the patient's identity and confidentiality even with efforts to cover their identity such as covering eyes must be explained to the patient. 21 Moreover, patient's should be allowed to choose the purpose of their medical photograph (e.g. to monitor the progression of the condition, for educational purposes or both) and any future use such as research, publication or educational uses should be clearly stated with an option to withdraw consent at any time. However, it is important for the physician to highlight that after dissemination of the photographs through publication or educational materials, it is impossible to withdraw consent or remove the photographs. 21 Consent for photographs taken for clinical purposes can be withdrawn at any time and the photographs removed since they are securely stored in the patient's file. Theoretically, a patient's photographs are their property as long as they are solely in their clinical file, but once they are published publicly, they are no longer a patient's property and patients must be made aware of this.
A chaperone should be present during the photography process, especially if the patient and photographer/ physician are of different genders. 22, 23 The name of the chaperone or refusal of a chaperone needs to be documented in the consent form and clinical records. 23 Moreover, exposure of the patient's body parts should be limited to where the disease/condition appears and the photograph should be shown to the patient for final approval.
Medical photography requests should not be repeated if the patient is reluctant or unwilling. Patients should be allowed to choose between a specialised medical photographer or the treating physician, especially if the involved area of the body is private. Medical photographs must only be stored in the hospital's computer system and deposited in the patient's file. Patient photographs should never be stored on personal devices and must not be taken outside hospital premises unless for educational purposes.
Ideally, personal smartphones should not be used for medical photography. However, if their use is necessary to communicate with consultants, the physician should obtain written informed consent after explaining the purpose and with whom the photograph will be shared and must be deleted after the consultation. This should be documented in the patient's file. 5 Alternatively, allocated mobile devices for professional use only, that are synchronised with the hospital's computer system, can be used to receive consultations based on shared medical photographs even outside hospital premises.
Conclusion
Using smartphones for medical photography is faster, more convenient and widely available. However, ethical issues such as patient confidentiality and privacy may be breached when using smartphones to take patient photographs, especially when using personal devices. Therefore, it is recommended that only hospital equipment be used and written informed consent be obtained to avoid litigation/ethical misconduct.
